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I guess we are on our own with this one.



“Keynote address on the benefits of personal research”

● Research has been central in my life, but I have never asked myself what the benefits are

● I can tell you this much: there are better ways of making money if that’s what you’re looking for

● As someone once said “A hacker does for love what others would not do for money”

● There are clear benefits though, and I hope I can convey them today

● That being said: if you do it for the benefits, you will not get these benefits



My research topic - discovering zero day vulnerabilities
● Everyone has an embarrassing piece of paper with their plans and wishes

● This an excerpt of mine from 17 years ago (2008)

● For a long time, my friend Joern carried it in his wallet

● It says “Become and build an 0-day machine” - and today, I will talk about what followed



Motivation
● Belonging. In my circle of friends back at the time, 0-day was the exciting thing to talk about. We 

all just really loved hacking and that’s what connected us.

● Addiction. When you first find and exploit 0-day vulnerabilities in code that matters, it’s an insane 

thrill, and you’ll want that again, and then some more.

● Aspirations. It does not come from a position of strength but from the wish to be more.

● The character “Joey” in hackers captures these emotions perfectly.



So I read code - a lot of it (2008-2011)

● Linux kernel network stack

● Linux ethernet drivers

● Windows OS code, particularly network-related

● Instant messengers (Pidgin, Adium, ICQ, MSN…)

● Large routers, small routers, NAS devices

● Libreoffice, MS Office, Browsers

● Media players/codecs (mplayer, VLC, ffmpeg)

● Squid proxy server, various DNS servers

● … whatever else I could find



Highlight: CVE-2009-1926

● Microsoft Windows “TCP/IP Orphaned Connections 

Vulnerability.”

● Reviewed Windows TCP/IP stack (binary + dynamic testing)

● Found a way to create connections in the kernel that never close

=> allowed to remotely crash network stacks of pretty much 

every Windows machine on the internet.



CVE-2010-0013: Pidgin Arbitrary File Download Vulnerability













2009: “cat /proc/sys/net/ipv4/fuckups”

● My “initiation” into the hacker group Phenoelit

● A chaotic talk on zero-day vulnerabilities in …

○ Ethernet drivers (the layer beneath TCP/IP)

○ TCP/IP and firewall implementations

○ Poisoning of proxy server caches (server side)

○ Instant messaging applications (client side)

● Roughly 1000 hackers in the room - streamed world-wide

● None of these bugs had been reported.



… which brings me to benefit #1

● You get to be part of the hacker culture - a culture that’s bigger than any one individual

● This is a culture of disobedience in which commercial interests are secondary

● You get to meet people who do things for the pure joy and magic that is computers

● It is the closest thing we have to digital counter culture

The benefit of hacking is that you get to be part of the hacker culture.



Now, let’s automate

● Once you can do something manually, you can still improve dramatically, but you also start 

to wonder  what you can automate

● On the flip side, if you cannot do something manually, it’s very hard to automate it

● And if you do automate it anyway, it is hard to judge how good the results are



Vulnerability Extrapolation (2010-2011) - My first paper



Presented at Blackhat 2011, along with an ffmpeg vulnerability



Back to university (2012-2015)

● Upon completing my master’s and working as a security consultant full time, I realized that the idea of 

building a zero-day machine was calling me

● I decided to quit my consulting job and go back to university to do my PhD on machine learning for 

vulnerability discovery - with the goal of building tools that would help in uncovering zero-day



2014: “Mining for Bugs with Graph Database Queries” (31C3)



And there it was: the machine



2014: The Code Property Graph research paper



Idea in a nutshell



It worked really well!



32 Bit Windows - Can you spot the bug?



64 bit integer `i_read + 1` is truncated to 32 bit in malloc



2014: “Mining for Bugs with Graph Database Queries” (31C3)



People loved it (2016)

German IT Security Price (2nd Place) CAST/GI dissertation Award (1st place)



Offers, offers, offers

● Google wanted to hire me

● Microsoft wanted to hire me

● Three universities wanted to hire me

… but I wanted to have my own company…

Biggest problem: I didn’t know anything about running a company



A strange CISCO device in your office rings… that can’t be good



Follow the white rabbit



October 2016 - California



● Raised $9M Series A from Mayfield Fund and Bain Capital Ventures

● Raising money on a slide deck is risky but not unusual these days

● Upsides: financial means to be competitive in hiring and setting up a non-garage-style company, investor 

network

● Downside: enormous pressure on engineering to deliver very quickly, investor is your new boss so be 

sure to sign with the right one

● Investor expectation is that you grow fast, that is, you make use of this money in about 2 years time

$9M Series-A in October 2016



Can anyone raise $M based on a good idea? - no.

● Chetan Conikee (CTO), successful serial 

entrepreneur with 20+ years of 

experience. Great contacts to VCs in SV.

● Manish Gupta (CEO), former Chief Product 

and Strategy Officer at FireEye, former VP 

of Product at Cisco, VP/GM at McAfee



Benefit #2: Opportunities find you

● If you are lucky, your research makes people reach out to you who have knowledge and 

means that are far beyond your own

● In this case, I was introduced to a completely different world that I knew nothing about

● What would follow would challenge my entire world view and become the biggest learning 

experience for me yet.



February 2020 (a few minutes to Covid)



Learnings

● I learned how much work it is to turn research into products

● I also learned that product is about 20% of what it takes to create a good company

● I learned how capitalism works, how money works, and how to run a company

● … and I learned about venture capital.



A note on venture capital

● Venture capital is like rocket fuel: when you raise it, you can move fast

● You will also need to move fast though, there is no stopping it

● Any wrong move, and you will crash

● VC firms assume that N-1 of their N investments won’t be able to flourish with the applied pressure

● That’s OK for them if the other remaining investment creates a unicorn company

● From an investment perspective, this approach makes sense

● For the teams that have raised venture capital, it is a brutal approach.

● Raising venture capital is in my opinion - and after much consideration - not a healthy approach for 

most companies. If you do see somebody raise, don’t congratulate them, wish them luck.



Going full circle (2023-Now)

● In 2023, I decided to leave ShiftLeft and my wife and I started 

our own security consulting company here in South Africa

● I also decided to apply to teach hacking at Stellenbosch 

University once a year for Bachelor Honours students

● Our company has since grown organically to employ more than 

10 people with zero investment.

● We do what makes most sense to us:

○ Read code

○ Write code

○ Hack computers.



And I am having an amazing time…

● … because after all these years, hacking is still awesome.

● and experiencing that is the biggest benefit of all.



As for ShiftLeft

● Rebranded to Qwiet.ai (because AI)

● Recently acquired by the much larger (and much more successful) CI/CD company Harness Inc.

● Code analysis continues to be powered by Joern and we continue to support it

● I am now an advisor to Harness

● IPO planned in the next years

http://qwiet.ai


As for the code property graph

● IEEE awarded the “Test of time Award” in 2024 to honor 

the code property graph paper as one that has had a 

lasting impact on the field of security and privacy 

● The paper now has more than 1000 citations

● A 2024 study found that it is the most commonly used 

platform for research on machine-learning based 

vulnerability discovery

● Joern now powers not one but several commercial 

products in the security and privacy space.



Final benefit

● People give you their time and attention at 9 in the morning to see your talk

● Thank you, everyone, for being here today!

● Enjoy the conference!



Thank you

Dr. Fabian Yamaguchi

CTO - Whirly Labs (Pty) Ltd

https://whirlylabs.com

fabs@whirlylabs.com
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